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ABSTRACT

Fuzzing is used to find vulnerabilities for a library. Because library fuzzing only tests the implemented functions, in order
to achieve higher code coverage, additional functions that are not implemented should be implemented. However, if a
function is added without regard to the calling relationship of the functions in the library, a problem may arise that the
function that has already been tested is added. We propose a novel method to improve the code coverage of library fuzzing.
First, we analyze the function call graph of the library to efficiently add the functions for library fuzzing, and additionally
implement a library function that has not been implemented. Then, we apply a hybrid fuzzing to explore for branches with
complex constraints. As a result of our experiment, we observe that the proposed method is effective in terms of increasing
code coverage on OpenSSL, mbedTLS, and Crypto++.
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Y Function Function
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Table 3. Result of code coverage by 12h
fuzzing of OpenSSL and OpenSSL_NEW

Table 5. Number of edges by 12h fuzzing

Library Fuzzer Edge 2

Library Function Edge coverage | value
coverage coverage Cryptofuzz 4,232.5 |-

OpenSSL 233.0 4,232.5 OpenSSL QSYM 7,293.0| <1071

OpenSSL_NEW 145.0 5.156.0 Intriguer 7,898.0| <107 ™
Cryptofuzz 5,156.0 | -

OpenSSL_NEW | QSYM 10,508.5 | <10~ 10

Table 4. Number of functions by 12h fuzzing

Intriguer 15,9775 <107
Library Fuzzer Function p Cryptofuzz 3,602.0 |- .
coverage | value mbedTLS QSYM 5,028.5| <10 °
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